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Builders and 
Owners:  
We are all 
risk Managers
By Armin Wolski
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Risk Managers continued

In the building design, review and construction 

process, the subject of risk is often given inadequate 

attention. For example, risks of fire, falling or earth-

quakes are rarely discussed or acknowledged, except 

in terms of code compliance. Do owners, developers 

and design professionals understand that meeting the 

seismic requirements of the code with a focus on miti-

gating the risk to life safety might not mitigate the risk 

to property to a desirable level? As the risk to life from 

fire is significantly greater in single-family homes than 

in highrise structures, are we doing too much for high-

rises or too little for single-family homes?

One answer to the latter question is that building 

codes have evolved indirectly to address perceptions 

of risk as much as actual risk.1  Traditionally, risks of sig-

nificant proportion (highrise buildings) have received 

more attention than the risks of less significance (sin-

gle-family homes). In the United States, however, data 

indicates that the fire risk is higher in single-family 

homes than in highrise office buildings.2  Perhaps it is 

time to consider risk more explicitly. From regulation 

to design to construction to maintenance, all stake-

holders in the building safety arena are best served, 

and can better serve safety, with a broader under-

standing of their role in risk management.

To date, seismic, fire and other risks to occupants 

or property have been relegated to discussions and 

review of compliance with the prescriptive code. Easy-

to-use tables, simple equations and specified safety 

factors provide guidance for the design process. These 

prescriptions, based on decades of collective wisdom 

of thousands of professionals, are intended to provide 

an acceptable level of risk in the built environment to 

the society. In turn, the many rules negate the need 

for a designer or reviewer to understand or explicitly 

acknowledge risk. Even in more progressive building 

regulatory environments, where performance design 

methods or equivalencies are welcome, little attention 

is given to the subject of risk.

This article, the first in a two-part series, is a chal-

lenge to the building design and construction com-

munity: Accept that risk is a key characteristic in the 

process of designing, reviewing, building and main-

taining the built environment. Since the building code 

provides the framework for managing risk in the built 

environment, risk concepts should be at the forefront 

of the discussion of code compliance and code devel-

opment issues. When the community, both regulatory 

and design portions, embraces risk concepts, codes 

can improve, the design and construction process will 

be better informed, building stock will be safer and 

society will benefit.

In general, the easiest risk assessment decisions 

are ones in which we feel that we have the greatest 

certainty about the subject; very little analysis is neces-

sary. We feel confident in our assessment about com-

mercial aviation being statistically much safer than 

long-distance driving. We also feel comfortable know-

ing that ski technology has improved to reduce poten-

tial hazards of accidents and injuries. When we are 

uncomfortable with the level of knowledge, when we 

are uncertain about a decision, risk takes on greater 

significance.

In building design, architects and engineers per-

form risk assessments on an almost daily basis. Fire, 

tripping, fall protection, earthquake and glazing are 

This article is a challenge to the building design and construction 
community: Accept that risk is a key characteristic in the process of 
designing, reviewing, building and maintaining the built environment.
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Risk Managers continued

subjects of risks to building users that are addressed 

in the design process. As previously mentioned, for 

the most part, risk management in these subject areas 

relies on the prescriptive code. Occasionally, a profes-

sional may “go beyond code” to address these areas 

where appropriate and reasonable. For example, dur-

ing the design process of a balcony guardrail in an 

opera house, an architect may consider the improved 

safety provided by taller guardrails if the sightlines 

would otherwise not be affected.

Engineers weigh risks and benefits when they make 

decisions about which loads to use, which safety fac-

tors are appropriate or which sensitivity checks are 

necessary to the quality of their design. Yet, with all the 

implicit use of such risk concepts, the typical architect 

or engineer does not recognize risk to address funda-

mental building safety issues. A likely cause is that few 

codes and standards and fewer building authorities 

explicitly recognize, characterize or even refer to these 

building design challenges as risk problems. Many of 

my colleagues throughout the world have reported 

similar experiences.

What is Risk?
A classical definition defines risk as a measure of 

economic loss or human injury in terms of incident 

likelihood and in terms of the magnitude of loss or 

injury. In An Anatomy of Risk, Rowe defines risk as “the 

potential for realization of unwanted negative conse-

quences of an event.”3  For engineers, this is translated 

into a mathematical form: Risk (harm/unit time) = 

Probability (event/unit time) x Consequence (harm/

event)4.

This mathematical definition is not quite broad 

enough to encompass how people think about risk. 

As Rowe indicates in his definition, the consequence 

is unwanted, but unwanted is a qualitative statement 

that is dependent on values. How people think about 

risk is arguably as important as a mathematically 

defined level of risk. And, as few would debate, the 

thinking process is rife with uncertainty.

So what is the difference between risk assessment 

(or risk analysis) and risk management? Risk assess-

ment is the decision-making process of identifying 

the unwanted events or scenarios, or identifying the 

likelihood of event occurrence, and of identifying, esti-

mating and assigning values to the consequences. Risk 

management, in comparison, is focused on the second 

part of the process, which is making decisions based 

on the assessment results. Risk management aims to 

manage risk though acceptance, avoidance, mitiga-

Risk management is focused on the 
second part of the process, which 
is making decisions based on the 
assessment results. 

Risk management aims to manage 
risk though acceptance, avoidance, 
mitigation or transfer.
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Fire Safety Concept Tree
The Fire safety Concept Tree from nFPa 551, 
Guide to the Fire Safety Concepts Tree, is a logic 
tree type risk analysis tool that can be used 
to qualitatively evaluate design options, code 
changes or alternate methods of design.  With 
some modification, the Fire safety Concepts Tree 
can be used in a semi-quantitative fault tree or 
event tree risk analysis.  This figure illustrates 
only one small portion of the tree.  in this case, 
the plus sign indicates an “or” gate whereas the 
dot represents an “and” gate.  
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tion or transfer. In some cases, the International Build-

ing Code® (IBC) accepts certain risks, such as the risk of 

fire spreading between two obviously interconnected 

floors. Once three floors are interconnected, however, 

the code requires risk mitigation efforts; the geometry 

is recognized as an atrium necessitating smoke control 

and other additional protection measures.

Uncertainties Define the Risk Problem
The decision-making process – the assessment and 

the management of a risk situation – is often multifac-

eted, with many issues to consider. We might think of 

these issues as a collection of uncertainties associated 

with a situation. Therefore, the challenge of risk man-

agement is decision-making exercised under a cloud 

of uncertainties. Fischhoff et al.5 said that there are five 

“key uncertainties” in resolving risk problems:

1. Uncertainty about the Problem. What is the crux 

of the risk problem being solved? Is it a matter of 

life safety, rescue or firefighting safety or property 

protection?

2. Uncertainties in ascertaining the Facts. What 

is the level of knowledge associated with the risk 

problem? If calculations are necessary, are the tools 

accurate for the given problem?

3. Uncertainties or Variations in Values. What do 

different people, groups or institutions think about 

the problem? Should there be a difference in the 

safety levels in K-12 institutions vs. a low-rise office 

building? Or, how do the interests of the owner, 

architect, engineer and authority affect the design 

solution?

4. Uncertainties about the Human element. What 

do people know about the problem? Does the 

approach accommodate human variability? If cal-

culations are necessary for code compliance, do we 

have a good understanding of the assumptions/

input data? Will a high-maintenance life safety 

system work with owner/operators who want low-

maintenance buildings?

5. Uncertainties about Decision Quality. Will the 

anticipated tools or methods provide accurate 

answers or analyses? Will qualified people apply 

the approach properly? In performance-based fire 

safety design, does computation fluid dynamic 

modeling provide appropriate answers if unquali-

fied professionals apply it?

Addressing or resolving these key uncertainties – 

whether explicitly or implicitly, whether qualitatively 

or quantitatively – together form the process of solv-

ing a risk problem; they are risk assessment and risk 
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management, respectively.

For the purposes of illustration, these uncertain-

ties will be applied to a building fire risk problem – a 

typical risk problem that requires close collaboration 

between many disciplines: an atrium. In atrium design, 

the primary stakeholders are the architect, the fire 

protection engineer, the mechanical engineer and 

the owner. The example we use is the fire risk posed 

by an atrium in a five-story university building. This 

risk can be characterized by the hazards posed by 

floor openings that constitute the atrium. The floor 

openings could permit smoke and hot gases to spread 

from floor to floor and, thus, endanger occupants 

who are far from the fire. This risk problem is generally 

assessed and resolved by an analysis that is dependent 

on deterministic tools, such as computer fire models 

that predict the consequences of a fire scenario. These 

tools provide a means to analyze the problem, some-

times in an iterative fashion, to come to a conclusion. 

The conclusion is typically a set of necessary archi-

tectural (fire-rated walls), mechanical (smoke fans or 

vents) and electrical (smoke detection) risk manage-

ment features.

Each of the five key uncertainties plays a role in the 

atrium analysis and management solution. This com-

mon design challenge is used to explain how these 

uncertainties relate to the building design, and reveals 

how design, approvals, construction and maintenance 

are exercises in risk management. For this reason, it 

behooves the community of architects, engineers, 

contractors and authorities to recognize that much of 

their task is one of risk management and, when faced 

with difficult, interpretative decisions, they are well-

served if they respond with an eye to risk concepts. 

In the longer term, such concepts are important to 

improving our building codes.  

In Part 2, Wolski will illustrate these uncertainties as 

applied to a building fire risk problem that requires close 

collaboration between many disciplines: an atrium.

Armin Wolski is an Associate Principal and Fire Pro-
tection Engineer with Arup, an international multi-
disciplinary engineering firm. His resume of projects 
includes highrise offices, hospitals, residential and 
multi-use facilities from San Francisco to Macau. 
Wolski has published and presented at numerous 
conferences in several countries on the subjects of 

acceptable risk in building regulations, performance-
based design and fire risk in air, rail and sea mass 
transportation. He is a Member of the ICC.

1 Wolski, A., Meacham, B. and Dembsey, N.A., “Accommodating perceptions of 
risk in performance-based building fire safety code development,” Fire Safety 
Journal, V. 34, No. 3, 2000.
2 Hall, John R., High Rise Building Fires, NFPA Ready Reference: Fire Safety in High 
Rise Buildings, National Fire Protection Association, 2003.
3 Rowe, W.D., An Anatomy of Risk, (Wiley, New York: 1977).
4 Litai, D., “A Risk Comparison Methodology for the Assessment of Acceptable 
Risk,” Ph.D. Thesis, Massachusetts Institute of Technology, (Cambridge, Mass.: 
1980).
5 Fischhoff, B., Lichtenstein, S., Slovic, P., Derby, S., and Keeney, R., Acceptable 
Risk, (Cambridge Press, Cambridge, Mass.: 1981) 9-46.

As always, your articles, ideas and submissions are 
welcome. Send them to foliver@iccsafe.org along with 
a daytime phone number at which to contact you with 
questions.

This article originally appeared in the April 2011 issue of 

the Building Safety Journal Online, copyright International 

Code Council, and is reprinted with permission.

The decision-making process – the assessment and the management of a 
risk situation – is often multifaceted, with many issues to consider.
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Introduction
In building design, architects and engineers perform 

risk assessments on an almost daily basis. Fire, trip-

ping, fall protection, earthquake and glazing are sub-

jects of risks to building users that are addressed in 

the design process. Engineers weigh risks and benefits 

when they make decisions about which loads to use, 

which safety factors are appropriate or which sensitiv-

ity checks are necessary to validate the quality of their 

design. Yet, with all the implicit use of such risk con-

cepts, the explicit recognition of risk to address fun-

Designing 
Buildings: 
An ExErcisE 
in risk 
MAnAgEMEnt
PArt 2
By Armin Wolski

damental building safety issues is uncommon for the 

typical architect or engineer.

It behooves the community of architects, engi-

neers, contractors and authorities to recognize that 

much of their task is one of risk management. When 

faced with “interpretive code applications” or even 

alternate methods of design and construction, an 

analysis, formal or informal, is the sensible approach. 

As a first step, this two-part article will describe to 

the building design community, by example, what is 

meant by the term “risk” in the built environment.

In Part 1 of this article, five key uncertainties were 

identified as characteristic of typical risk problems:1

1. Uncertainty about the Problem;

2. Uncertainties in Ascertaining the Facts;

3. Uncertainties or Variations in Values;

4. Uncertainties about the Human Element; and

5. Uncertainties about Decision Quality.

These key uncertainties are also evident in the 

building design, approval, construction and ongo-

ing life span of buildings and facilities. Addressing or 

resolving these key uncertainties – whether explicitly 

or implicitly, whether qualitatively or quantitatively 

– together form the process of solving a risk prob-

lem; they are risk assessment and risk management, 

respectively.
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For the purposes of illustration, these uncertain-

ties will be applied to a building fire risk problem – a 

typical risk problem that requires close collaboration 

between many disciplines: an atrium.

Uncertainties and Challenges
Uncertainty #1 is the question of problem clarifica-

tion. In the building design industry, the challenge of 

properly identifying and framing the risk problems 

typically lie with the regulators and authors of the 

code, be it a prescriptive or performance-based code. 

For the most part, the designer tasked with the atrium 

design addresses this uncertainty only indirectly. In 

our case, the revealed or expressed preference of risk 

(or the “acceptable level or risk”), as published in inter-

national codes and standards, identifies multiple floor 

openings in buildings as a risk problem because of 

the undesired potential for smoke and heat transfer 

between levels. Either through experience or judg-

ment, the collective wisdom as published in codes and 

standards tells us:

•	 There	could	be	fire	safety	problems	in	atria	build-

ings.

•	 There	could	be	fire	safety	problems	in	buildings	

with interconnected floors that differ from prob-

lems in buildings without interconnected floors.

•	 The	resolution	of	the	problem,	as	codified	in	many	

codes and standards, is to provide safety to the 

occupants so that their egress is not compromised 

during a fire on another level.

With the problem best identified through codes 

and standards or through their own judgment, the 

designer is better able to assess and provide solutions 

that manage the risk appropriately. 

It is notable that occasionally the code and/or 

standard may be “wrong” insofar that it addresses a 

risk problem incorrectly. For this reason, the codes 

keep changing. This constant evolution of the codes 

and standards is evidence that even problem defini-

tions are rife with uncertainty at any one time.

Uncertainty #2 concerns the level of knowledge or 

facts associated with the risk problem or its proposed 

solutions. For example, the atrium analyst must be 

knowledgeable enough about the potential fire load 

in the atrium. The answer to the question may be 

based on a formal or informal survey of atria in uni-

versity halls: What sorts of furnishings are commonly 

expected in a university building atrium? If a survey is 

not available, the analyst may look for knowledge that 

has been published as standards of practice, includ-

ing referenced literature or guidelines. In some cases, 

an analyst might consider the worst-case fuel loading 
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to be zero; however, according to a reputable refer-

ence, “even a ‘sterile’ atrium should consider a 1MW 

fire, a fire not of insignificant size.” If likely fuel loading 

scenarios are identified, published fire testing can be 

consulted to quantify the hazard for inclusion in the 

analysis. Experience, testing and literature research 

are the predominant risk assessment methods used 

to address the risk (the uncertainties in knowledge) to 

inform the analysis (the fire modeling) and, in turn, to 

establish the appropriate management approach (the 

smoke control design).

Often, the design solutions for atria involve fans, 

dampers and power supplies that are assumed to be 

100-percent effective. In this case, the level of knowl-

edge associated with the solution is oversimplified. 

The engineer/analyst or designer rarely performs an 

analysis of system reliability. Suppose that there are  

10 dampers that must open to provide make-up air for 

the atrium exhaust system. If each damper has a reli-

ability of 95 percent, the reliability of all of the damp-

ers operating correctly at the same time is around 40 

percent. Having the appropriate knowledge in order 

to solve the problem is one issue; knowing what your 

solution offers is another issue.
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These complementary and competing interests 

affect how the designer approaches the atrium prob-

lem. The risk problem can change if one or more of 

these values change.

Uncertainty #4 is about the human element: What do 

people know about the problem? Do the analyses, the 

assessment and risk management solutions accom-

modate human variability? This uncertainty is of great 

significance to successful design. Understanding how 

to address the human element in architecture might 

be the greatest uncertainty of all.

In our atrium example, the analyst might need to 

apply occupant movement models or egress mod-

els to determine the best design. In the use of egress 

models, the engineer needs to consider the human 

element: How will occupants react to a fire alarm? Will 

they start looking for an exit once they hear the alarm 

or will they start investigating the verity of the alarm? 

Will they start looking for loved ones, or will they call 

the fire department? If the design solution includes a 

voice evacuation speaker system, will such a system 

affect occupant behavior?

The design team also should consider the long-

term success of the project. In the real world, the 

reliability of a system depends on human factors: An 

The design team also should 
consider the long-term success of 
the project. In the real world, the 
reliability of a system depends on 
human factors. 

Uncertainty #3 concerns difference in values. A good 

designer is not someone who only understands his or 

her own fire safety problem, but one who also under-

stands how the fire safety problem fits with competing 

design interests and goals and, in some cases, with 

competing risk problems. In the design process, the 

engineer is well-served to acknowledge how his or 

her interests, values and needs fit with those of oth-

ers. For our atrium example, the architect might be 

interested in the aesthetic benefits of the atrium that 

make an architectural statement for the building. Or, 

perhaps, the architect is interested in the relationships 

between people in different parts of the building; 

the floor openings might provide the needed visual 

interconnection between occupants, which, in turn, 

provides a more cooperative and pedestrian-friendly 

environment. Similarly, mechanical engineers might 

see an open atrium as a means to optimize ventilation 

systems, and lighting designers might see an atrium 

as a means to optimize lighting systems. These opti-

mizations save energy and make the building a more 

comfortable place. In contrast, however, building 

authorities might see the atrium as a great hazard to 

occupant and firefighter safety because it creates a 

pathway to spread smoke and heat throughout the 

structure.
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atrium smoke control system needs to be tested and 

maintained by people. A smoke control system analy-

sis might account for people movement scenarios and 

human factors in evacuation and may not be a success 

if it does not account for human factors in mainte-

nance. To minimize the uncertainty associated with 

human factors in maintenance, the analyst is well-

served by collaborative efforts with all parties. With 

collaboration, the design minimizes complexity and 

increases practicality, and can result in a system that 

is easily and efficiently monitored and maintained by 

people plagued by human factors.

Uncertainty #5 concerns decision quality. The degree 

of uncertainty in decision quality is dependent on 

the tools or methods used, and on the qualification 

of the decision-maker (i.e., the analyst). Experienced, 

well-educated, well-qualified fire protection engineers 

acting as the primary analyst on such projects are well-

versed in the limitations of their tools. Some tools are, 

however, better than others. A computational fluid 

dynamic model may provide the best decision qual-

ity for many atrium analyses, but such a model still 

retains a significant level of uncertainty, due to either 

an imperfect algorithm or imperfect user: Such soft-

ware requires a high level of education and training 

for its proper application. Therefore, if a fire engineer 

uses an advanced modeling tool, such as Fire Dynam-

ics Simulator (a common tool), the potential for error 

exists because of either imperfect user qualification or 

an imperfect algorithm. For example, after more than 

10 years of use throughout the world, engineers have 

found that the FDS program consistently over-predicts 

soot concentration in a given space. This might result 

in an inaccurate prediction of the response time of a 

smoke detection system; the system might be pre-

dicted to respond more quickly than it would in reality, 

and results in error on the side of hazard. On the other 

hand, the same type of error creates a level of con-

servatism (safety) when applied to a tenability analysis 

that estimates the time to loss of visibility in the space. 

These decision quality uncertainties are key factors in 

concluding a risk management for an atrium.

The application of sensitivity analyses helps the 

A risk analysis, be it qualitative or quantitative, can assist  
designers in a thought process that leads to better design.

design team review the decision quality. A sensitivity 

analysis might use a different tool; if computational 

fluid dynamics were used to reach a decision, per-

haps a sensitivity analysis with other types of tools 

can provide a simple and efficient decision quality 

check. Additional checks may address such questions 

as: Does failure of the system jeopardize occupants 

more than if the system were not in place? Does the 

cost of a reliable system provide a reasonable cost 

benefit, or are there other measures that would pro-

vide better safety at reduced cost? Or, as we perform 

more and more analy-

ses, discovering more 

about the tools, are we 

feeding back enough 

good information to 

the codes- and stand-

ards-making organiza-

tions to assist them in 

the development of reg-

ulations?

Now What?
Now that we know 

that a designer’s task 

is one that needs to 
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address uncertainties and balance issues and interests, 

we see that building design is one that is intimately 

entwined with risk assessment and risk management.

A risk analysis, be it qualitative or quantitative, 

can assist designers in a thought process that leads 

to better design. Furthermore, shifting the paradigm 

to risk management, appropriate risk analyses can 

assist designers in recognizing when prescriptive 

code implementation can lead to less safety, rather 

than more safety. If the codes recognize risk, then 

alternate methods of design, equivalencies or per-

formance-based designs intended to increase design 

flexibility with no cost to safety can be made more 

transparent and easier for a building authority to 

accept. Without a conscientious thought process, 

without recognition of risk, such issues and opportu-

nities might be lost. To be better designers, we must 

cultivate a habit of seeing building design challenges 

as risk problems. We must cultivate the habit of seeing 

the code as the framework that helps us manage risk 

problems.

As we move towards a risk-informed building 

regulatory process, a net increase in safety can be 

expected. Designers can use these concepts to reduce 

the uncertainties, reduce the likelihood of harm, 

increase accuracy, better inform owners and users 

and provide better buildings. Regulators can simi-

larly benefit. For example, in recent years, with the 

growing evidence regarding fire risk in single-family 

homes, a risk-informed change to the International 

Residential Code® (IRC) has helped promulgate the fire 

sprinkler mandate in single-family homes throughout 

many areas of the country. This step will undoubtedly 

not only improve fire safety for occupants, but also 

increase safety for firefighters and reduce property 

losses. As the concepts of risk and risk management 

are embraced, regulators, designers, contractors and 

facilities engineers will be better equipped to optimize 

safety of the public. 

Armin Wolski is an Associate Principal and Fire 
Protection Engineer with Arup, an international 
multi-disciplinary engineering firm. His resume 
of projects includes highrise offices, hospitals, 
residential and multi-use facilities from San 
Francisco to Macau. Wolski has published and 
presented at numerous conferences in several 
countries on the subjects of acceptable risk in 
building regulations, performance-based design and 
fire risk in air, rail and sea mass transportation. He is 
a Member of the ICC.

1Fischhoff, B., Lichtenstein, S., Slovic, P., Derby, S. and Keeney, R., Acceptable 
Risk, (Cambridge Press, Cambridge Mass.: 1981) 9-46.

As always, your articles, ideas and submissions are 
welcome. Send them to foliver@iccsafe.org along with 
a daytime phone number at which to contact you with 
questions.

This article originally appeared in the June 2011 issue of 

the Building Safety Journal Online, copyright International 

Code Council, and is reprinted with permission.
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